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Are you still logging into your server and your workstation as “Administrator”? Does your SQL Server still have
just one user — SA — and no password? Are you interested in setting up a web server on your network, but not
sure how to make two servers work on the same network? Are you trying to figure out the difference between
domains and groups, and knowing when to log into your domain, and when to login into your workstation? Have
you given up on the documentation about domains, groups, Kerberos and a dozen other buzzwords that are
tossed around? Mystified about providing access to components according to these roles, groups, users??? In this
session, you’ll learn how to build a small company network and create security for a variety of users, machines,
operating systems and servers.
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The ideas behind users, groups, domains,
permissions

Many Fox developers started out as single developers on standalone machines. Occasionally they would develop
a multi-user application, but leave it to the customer to handle installing the software and data on the network.
Indeed, although I built multi-user applications for Novell networks for a decade — I never actually logged onto a
Novell network myself in all that time, much less had one myself. The network admin at the customer’s site took
care of that. I just gave them an EXE and some data files, and we discussed whether exes belonged on the server
or on workstations to improve performance. And pointed the exes to a centralized data source so that all the users
pointed to the same database.

The mental block that many people have is that when they install Windows NT on a standalone machine, or on
one that’s connected to a network without a domain (a peer to peer network), the logon information is stored on
that machine. Then users on specific machines decide what they’re going to share with other users on that
network.

The fundamental concept behind Windows NT security is that information about users and permissions is all
contained in a single place, and users access that single place. This single place is called a domain. You can still
log on to your own machine without access to the domain (hence the cry, “Network is down!”), but that does not
get you access to the rest of the network.

Specifically, you set up a computer running NT Server (or Windows 2000 Server) to be a domain controller.
That machine is Lord God King when it comes to knowing who can do what. The users and permissions are

stored on that machine. What happens if that machine goes down? It would be a good idea to have a backup,
right? A second machine to step in and take its place. That’s a backup domain controller — and if you have a
backup, then the first one is actually the “primary domain controller.”

As an aside, typically you don’t set up a machine just to be a domain controller and not have it be used for
anything else. Most commonly, your server will also be the place where you keep all your common files — in
other words, your file server. If you’ve got a large network, though, you may have data scattered around multiple
servers — but only one of them is the primary domain controller. For the sake of this discussion, we’ll assume that
your file server is also your primary domain controller.

OK, so the domain is where a list of users is stored. But there’s more to it than that.

Each user can be given a variety of permissions, or rights, to access directories, files and device on the network.
For example, one user may be allowed full access (read/write/delete/modify) to a specific directory while a
second user may only have read access, and third user may not have access at all.

Once your network grows past two machines and a couple of users, it will become unwieldy to duplicate these
permissions for subsequent users. Typically, you’ll be able to group users into similar categories. For example at
a small software development company, you will have a couple of partners, several senior software developers, a
couple of junior software developers, a test or QA person, and a couple of clerical personnel. The permissions
that each of these people need would be similar across job descriptions — the software developers have access to
certain directories and devices while the clerical personnel would need access to other directories and devices.
And these may overlap, or they may be mutually exclusive.

This is where the concept of groups comes in. Instead of assigning permissions to a user, you create an entity
called a group, and then that group is assigned permissions and given access to selected devices. Then you add
users to those groups. When new people join the company (really, the network), they are added as a user, and
then that user is added to the appropriate group. Their user then automatically has the permissions and access that
the group has. It’s a lot easier and less time-consuming to set up and maintain.

You still have granular control — if you have to lock a user out, you can do it to that user, but often you’ll add or
remove a permission for the entire group instead of having to do it to every individual user.

As with the users, the permissions and the groups are maintained on the domain controller.
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Setting up a file server as a domain controller

We won’t walk you through the actual installation of NT or W2K, but will mention some items that you’ll want
to keep in mind.

First of all, don’t set up a server when you’re under a time crunch. Murphy’s Law dictates that something will go
wrong and it will take three times as long as expected. The install process can take an hour or two, and then you
can spend another couple of hours doing tweaking. If you’re under the gun, best not to attempt it.

I would also recommend expecting that you’ll do your first server install several times. I’ve installed NT
Workstation on the same three boxes so many times that at one point, I could have literally done it without
having the monitor on — I knew each dialog and keystroke by heart.

NT 4.0

The first true decisi

on you’ll have to make is what to name your server. By this I mean the name of the physical computer that you’re
installing Windows on. This name is one that other people will be using for a variety of reasons, so make it easy
to spell, don’t use a risqué or offensive name. If it is possible that you’ll eventually have more than one server,
you may want to have a commonsense name so people can remember what the server is for. Our first web server,
for example, was called WEBBIE.

The next decision you need to make is whether to make it a Primary Domain Controller (PDC), a Backup
Domain Controller (BDC), or a regular server that is a member of a Workgroup. If you pick the wrong one, the
only way to fix it is to reinstall the operating system. Blech.

You’ll be asked to select a password for the administrator of the system. You should pick a very, very good
password. One that’s hard to break and easy to remember. Typically, a common word with numbers and odd
letters scattered in the middle is a good choice. If your first car was a Dodge and you bought it for thirty-two
dollars, perhaps dod32ged4me. Get it?

If you forget the administrator password, you get to go back to go, you don’t collect $200, and you get to do the
install all over again. Remember the magic word: Blech.

The next decision you’ll need to make is the file system. There are three common file systems available for NT-
style systems: FAT16, FAT32 and NTFS. NT 4 supports FAT16 and NTFS while W2K supports FAT16, FAT32
and NTFS.

FATI16 is the file system that’s been around since the pre-Windows era — it handles all of the details of files,
directories, and so on. FAT32 showed up near the end of the Windows 95 releases, and provided some slight
enhancements and performance improvements. NTFS — New Technology File System — debuted with Windows
NT and provided for a wide variety of security functionality. It allowed the operating system to permit and track
who has access to what entities on the network.

When you set up a machine as a file server, you’ll typically create a couple of partitions — one for the operating
system, and another for data files. Some system administrators set up the operating system partition as FAT and
the data files as NTFS, arguing that doing so allows them to boot the machine into DOS. Others argue that using
NTEFS even for the operating system partition provides enhanced security, and that a proper approach to backup
will alleviate any need to boot the machine into DOS. As with many seemingly black and white technical issues,
this decision can escalate into a religious war; I won’t recommend but will let you decide.

You’ll be asked about whether you’re connected to the network, and what kind of network card you’ve got.

The next step is to choose the protocol the system will use. While you have several choices, TCP/IP is the one to
go with.
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You’ll be given the choice to install a variety of different services and tools. For the purposes of this discussion,
we’ll ignore those. If you’re hedging on whether to select something, don’t do it unless you have a specific reason
to do so. You can always add a needed service later.

You’ll need to enter the TCP/IP properties — including the IP Address, subnet mask, and default gateway.

After the TCP/IP stuff, you’ll be asked for the domain name. Note that (1) this is not the same as a “domain
name” on the Internet, and (2) this is different than the machine name for the server. You can kind of think of the
domain as the name for the entire network, while the server and each of the workstations have their own names.
Again, people will be using the domain name regularly so pick something easy to spell and nothing offensive or
obnoxious. If you’ve got a small company, you could just use a funky name, if you’re in a larger corporate
environment, you may need to adhere to a larger set of rules, or help people out with a domain like
“ACCOUNTING” or “SOFTDEV”.

A couple more screens and you’re done. Pull the floppies and/or CDs out, reboot, and it’1l ask you to log on as
administrator.

Windows 2000

Windows 2000 introduced a new mechanism called “Active Directory” which is basically NT4 domains on
steroids. It is Microsoft’s attempt to address the networking and directory service requirements of larger
corporations — as you can imagine, the domain handling and file system mechanisms suitable for a workgroup of
a couple hundred users, tens of thousands of files and a half dozen servers is considerably less demanding than
for a company of 12,000 users and several million data files spread out over hundreds or thousands of servers.

Many of the steps for install Windows 2000 are similar or the same. Once you finish the initial install, you’ll pull
out your CD or floppies. Then it will be time to create your Active Directory domain.

You’ll need to determine which type of domain installation to use. Basically, you can choose native mode or
mixed mode. Mixed mode is required if you have older machines — NT Servers - set up as domain controllers and
you want to share security info between your new W2K domain controller and your older NT domain controllers.
If this W2K server is your first server, then you will want to run AD in its native mode.

The second major difference is that you need to use a domain name server as part of running an Active Directory

domain. (A DNS is a mechanism to translate friendly domain names like www.hentzenwerke.com to the numeric

IP addresses like 43.22.109.44 that the Internet actually uses. If you don’t have a DNS already, the install process
will install a DNS on your server for you.

Along these same lines, when you give your W2K server a domain name, it will expect your Internet domain
name. The domain name is the “Hentzenwerke.com” part of www.hentzenwerke.com. What? You don’t have
one? You can make one up on the spot — it’s probably a good idea not to use an existing domain name, though, if
you think you’ll eventually connect this network to the Internet. If you name your server “Microsoft.com”, when
you later connect to the Internet, all your machines will get badly confused between your own server and the real
“Microsoft.com” elsewhere on the Internet. Badly confused.

After you answer a couple more questions, Windows will attempt to connect you to a DNS to verify the domain
you entered. Unless your own DNS is an active functioning DNS (which it isn’t at this point) or if you’ve got
access to the Internet, this attempt will fail and give you an error. Take heart, bunky! It’s OK. Let Windows
install and configure your DNS.

You’ll need to determine default permissions for this domain — if this is your first server, select “Permissions
compatible only with Windows 2000 servers”. Enter the administrator’s password, and run out through the next
couple of dialogs and finish the setup. Get a cup of coffee — it can take a while.
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Setting up a workstation and adding it to the domain

Now that you have a server in working order (you do, don’t you? Even if it took more than one try?), it’s time to
set up workstations that will connect to the server.

It’s a lot less trouble to set up a new workstation and connect it to the domain, but most often, you’ll already have
computers that are in use. For purposes of this discussion, we’ll assume that your workstations are all NT or
W2K.

Since you’ve got an NT workstation, it’s already set up with at least one user — administrator. You may also have
a second user, such as Bob, set up on that workstation as well. And both the administrator’s credentials and
Bob’s credentials — passwords and rights — are all stored on the workstation’s hard disk itself. The first step is to
set up a user within the domain, such as WorkerBeeOne, and then, when logging the workstation, selecting
WorkerBeeOne on the domain instead of the workstation’s administrator or Bob.

Here’s how to add a user to the domain on an NT Server:

1. On the server, log in as Administrator
2. From the Start Menu, select Program Files | Administrative Tools | User Manager for Domains

i User Manager - CIRCLEDOM [_ (O] x]

User “iew Policies Options Help

Username Full Name Description

Built-in account for guest access o the comp

€ herman
€ |USR CHARLOTTE Internet Guest Account Internet Server Anonymous Access
Groups Description

G Account Operators tembers can administer domain user and group accounts
26 Adrministratars tembers can fully administer the computer/domain

I Alex & Friends —
Backup Operators Wembers can bypass file security to back up files
Domain Admins Designated administratars of the domain

Domain Guests All domain guests

# Domain Users All domain users

3. Select User | New and open the User Properties dialog.

Username:  herman
Full Mame: | Cancel
Description: I Help
B I xxxxxxxxxxxxxx

Confim s

Password: I

I User Must Change Password at Mext Logon
¥ User Cannot Change Password

¥ Password Never Expires

™ account Disabled

I= | Eceount Locked Hut

o L1 @ | e | X

Groups Profile Hours Logon Ta Account Dialin

4. The Groups button is used to add or remove the user from a group.
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Group Memberships

oK

o |
Cancel
_tien |

User:  herman

Help

Member of Not member of:

Account Operators
Administrators
Backup Operators
Domain Adrins
Dromain Guests ;I

@A Domain Users - fidd

[ e |
Bemaowve -»

Frimary Group:  Alex _Friends

5. The Profile button is used to define profiles for the user, including logon scripts.

User Environment Profile

Ok

[ o]
Cancel
Help

Uzer  heman

i~ User Profil

User Profils Path: I

Logan Script Mame: I

—Home Directary

i Local Eath:l

" Connect m Ta |

6. The Hours button is used to define which hours the user is allowed to log on to the domain.

Logon Hours

User:  herman

Cancel
g o g fek
idnight B Ak Maoaon B PM idnight
] ] ] ] ] ] ] ]
RRNNRRRRN RN RRNAEN
Sunday ] Allaw |
Mondey  e——— ;
Wednesda) ———————————
Fidy | —

Ll

7. The Workstations button is used to define which workstations the user is allowed to log on from.

Logon Workstations E

User:  heman
Cancel |
€ Usger May Log On To &l workstations Help |

& User May Log On Ta These Warkstations

1 Max |
2 [JAsON B |
3 [DUKE 7|
4 | g |

Here’s how to add a user to the domain on a W2K Server:

1. Start | Settings | Control Panel

2. Get the Control Panel screen
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B Control Panel [-[Ofx]

Flo Edt Ve rtes Toos Help

o = 2| Qsearch Throders (ristry |

ttess [ Cotrl one EEZY
73 * Y

Control Panel

st st o et )
el 5 o, =
DatefTir

me. Digtsl Carera Settings Display Fax

Select an tem to view s
descrption.

Winiovsie
e A

Windows 2000 Support

&
&

Folder Options Fonts Game Controllers Internet Options

z
z

Network and Diakup
Connections

2

‘ (S (=9

Phone and Modem Pover Options Printers QuickTime
Options
= )

Reaklayer Regional Optons Scanners and Cameras  Scheduled Tasks

& 4

SoundFusion Auda  Sounds and Mutinedia System Thinkpad Configuration

Users andPasswords Vireless ik
0 object(s) S My Computer i

3. Select Administrative Tools applet

4. Select Computer Management

£ Administrative Tools [-[Ofx]

Fe ct Vew Favomes Tods beb [
GeBack + | Qsearch LFolders (BHstory | Y
ttoss [ smsanwe oo EEZY
= = =5 E
g, &
Administrative
Tools =
et e
edbeiotichintis 22y Server Extensions Services Telnet Server
Attributes: (normal)
e e 143k [y Computer 7

The Computer Management dialog will display

For a non-domain controller, the screen will look like this:

I Computer Management [-[Ofx]
| on vew || &~ | Bm BB 2
Tree | Name. TPl Neme T Description [
Em 4 scministrator Bultn accourt For admiistering the.
T, st ot B e et
(g Event Viswer | £ 1UsR_FOXDOTHET Built-in account for
3 systen Information |G rorpomer Latnch 115 Process Accourt_Bult i account for Internt Informa.
£ performance Loos end Alerts | EvLsR_FORDOTHET i erver Account Account or the Visua Stucio Analyz
Shared Folders
Device Manager
& 0 Local Users and Groups
=1 ]
(0 Groups
£ & storoge

S ep—
1B 0isk Defragmenter
 Logialries
8 Removatle torsge
b Services nd Appcstions

For a domain controller, the computer management dialog will look like this:
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-.f_:' Active Directory Users and Computers
J@ Console  Window  Help | ;Iil ﬂ
Jacon vew ||« » [ Em| ¥ EfDE 2 a@Ev& o |
Tree I Users 21 ohjects
Active Directory Users | |_Mame I Tvpe I Description | =
El@ res-solutions.com | | €3 Administrator User Built-in account For admini.. .
D Builtin ﬁ:Cert Publishers  Secority Group ... Enkerprise certification an...
D Carmputers ﬁ:DHCP Adminis, .. Zecority Group ... Members who have admini. ..
-(&] Domain Control | € DHCP Users Security Group .., Members who have view-,.,
-] Foreignecurity mDns.ﬁ.dmins Security Group ... DS Administrators Groop
: mDnsUpdatePr... Security Group ... DNS clients who are permi, ..
mDnmain Admins  Secoriby Group ... Designated adminiskrators., .,
mDnmain Zomp... Secority Group ... All workstations and serve, .
mDnmain Contr.., Secority Group ... All domain controllers in th..,
mDnmain Guests  Secoriby Group ... All domain guests b
mDnmain Users  Secoriby Group ... All domain users
mEnterprise ad... Security Group .., Designated administrators, ..
mGrnup Policy ... Security Group .., Members in this group can...
Guest | ser Built-in account for guest ...
4 I I _’I ﬂ IUSE_STAYP... User Built-in account for anony... ﬂ
| | |

In each case, you can highlight the appropriate node and see the users and groups. Right clicking on an object
will open a context menu with a Properties menu option that will allow you to change the properties for that
object, in a similar fashion to NT.

The next step is to add the workstation to the domain, so that the domain knows about the machine. When the
workstation is connected to the network, the machine will detect the existence of the domain, and thus the domain
will appear in the combo box. When you enter a domain user and password, the domain will attempt to
authenticate the user, but first will not find the machine. A dialog will appear asking you to add the machine to
the domain, and request the name and password of an authorized user. What the dialog is asking for is the
administrator or other authorized user already on the domain — not on the local workstation.

The last step is to log on to the domain from the workstation. Well, we also have to set up permissions for the
user, but we’ll do that after we cover groups.

Here’s how to log on to a workstation as that user:
1. Ctrl-Alt-Del to get the logon screen.
2. You’ll get a screen with two text boxes and a combo box.

3. When you pop open the combo box, it will have at least two entries in it. The first entry is the name of the
local workstation. The second entry is the name of the domain.

4a. At this point, you have two choices. If you select the name of the local computer, only user names and
passwords for that computer — such as administrator and Bob — will work. And you won’t be logged onto the
domain, and you won’t have access to all of the domain’s resources, such as the file server files, other devices,
and other machines whose resources are shared.

4b. If you select the name of the domain controller, only user names and passwords that are entered into the
domain controller — such as WorkerBeeOne — will work.
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Setting up groups and users

Basic concepts — just as you’ve set up users on your domain, you’ll set up groups on the domain as well. This
includes creating the group and then assigning permissions to the group. We’ll do a couple of simple ones here,
so you don’t get distracted from the task at hand — groups and users — in the next section, we’ll get into
permissions in more detail.

The last step having to do with groups and users is to add users to various groups.

Let’s create a simple scenario — suppose we’ve got a company with three types of employees — the two partners,
three software developers of equal rank, and two clerical people of equal rank. So we’ll need three groups —
JustPartners, Developers, and Staff.

JustPartners will have access to the entire network — after all, it’s their company. Developers will have access to a
subset of the network — they won’t have access to other people’s personal files, nor will they have access to
company administrative and financial data. And the Staff will have access to SOME of the admin and financial
data that the partners have access to, but not all. And they won’t have access to the development projects that the
developers have access to. And both Developers and Staff would have access to some files together, such as the
customer database and the company calendar.

If you drew a Venn diagram (remember those?), Partners would be the big circle encompassing everything,
Developers would be one circle inside the big circle, and Staff would be another circle inside the big circle. And
the developers and staff circles would slightly overlap. The important thing is that developers and staff both have
access to things that the other group doesn’t.

Step 1 is to create the groups.

In the User Manager (shown for NT), select the User | New Local Group or New Global Group menu.

i User Manager - CIRCLEDDM M=l &=
=l Yiew Policies Options Help
News User... |Fu|| Name |Descriptiun |
New Global Group... Built-in account for administering the comput«
MNew Local Graup...
B Fa Built-in account for guest access to the comg
ez D Internet Guest Account Internet Server Anonymous Access b
Hename..
Properties... Eriter |DEScri|JtilJn
Select Users... tMembers can administer domain user and group accounts =
) tMembers can fully administer the computer/domain

Select Domain...
Esit AlbeF4 tMembers can bypass file security to back up files

IO TOT T AT Designated administrators of the domain

% Domain Guests All domain guests
Daomain Users All domain users h

Enter the name of the group. Then Select the Add button to bring forward the Add Users and Groups dialog.

New Local Group

Group M ame: IHerman ahd Pals] 0

Description: | Cancel

| Help
[ Shmw bl anmes

A

HaEE],

Bemove

You’ll see a list of all available users. Select a user and click the Add button between the two boxes.
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Add Users and Groups E

List Marnes Fram: I@. CIRCLEDOM* j

Mames:

€ slex ;I

Built-in account for quest access to the

ﬁ IUSR_CHARLOTTE [Internet Gu Internet Server Anonymous Access
ﬁ I'ftshd_CHARLOTTE Mweb Appli Internet Server Web Application Manag

€ jackie
€ iohn
€ linda x|
Add Iembers... | Search... |
Add Mames:
=
=

QK | Cancel | Help |

The name will appear in the Add Names box. If you are done, click OK. If you want to add more users to the
group, select another user from the Names list box and click Add again. Repeat until light and fluffy.

Add Users and Groups E

List Mames From: I‘@.UHCLEDDM* j

MNames:

€ lex d

ﬁ Guest Built-in account for guest access ta the

ﬁ IUSR_CHARLOTTE [Internet Gu Intemet Server Anonymous Access
ﬁ ' AM_CHARLOTTE [web Appli Intemet Server 'Web Application Manag

€ jackie
john
ﬁ linda ;I
Ldd embers... | Search... |
Add Mames:
CIRCLEDOMherman =

akK I Cancel | Help |

After closing the Add Users and Groups dialog, the New Local Group (or New Global Group) dialog will show
the names of the members of the group.

Mew Local Group

Group Mame: |Herman and Palz

Description: | Cancel

| Help
Members: Sty Bl Emes

d

HaEe,

Bemove

Since a user can be a member of more than one group, you can determine which groups a user belongs to by
opening the User Manager for Domains dialog and click on the Groups button in the lower right corner.
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User Properties

Usermame:  herman

lil

Full Name: | Cancel
Descriptian: | Help
Pazsword: s

Loifirm

Fassward:

[ User Must Change Password at Mest Logon
IV Ugzer Cannot Change Password

¥ Password Never Expires

[ Account Dizabled

r

£

Groups

=k | R ]

Frofile Hours Logon To Aocount Dialir

The Groups that the user belongs to will be displayed. You can add the user to other groups easily with this
dialog.

Group Memberships

Uszer  herman

Cahcel

Help

dild.

Member of: MNat member of:

Account Operators &
Administrators
Backup Operators
Bemave -» Daomain Adming
Domain Guests

-

L I»|

-

L

Frimary Group:  Alex _Friends

Similarly, you can determine the members of a group by clicking on the name of a group (shown under the User
menu in this screen shot), and then selecting the User | Properties menu option.

i User Manager - CIRCLEDDM M=l E
‘M “iiew Policiezs Options  Help
Hew User... Full Name Description
New Global Group... Built-in account for administering the cormput«
Mew Local Group...
e Fa Built-in account for guest access to the comg
DEEE Be Internet Guest Account Internet Server A us Access b
Properties... Enter Description
Select Users... Members can administer domain user and group accounts =
) Members can fully administer the computer/domain
Select Domain...
Esit AlteF4 tMembers can bypass file security to back up files
IO T OT T Designated administrators of the domain
@ Darnain Guests All domain guests
Daomain Users All domain users h

This brings forth the Group properties dialog.
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Global Group Properties

Group Mame: &lex & Friends
Description: I Cancel |
Help
tMembers: Mot Members: 4'
ﬁ py— T
€ alex € IUSR_CHARLO Intemet Guest &
€ herman € it _CHARLEWeh Application
- fadd -
ﬁ lirda ;I ﬁ jackie
£ whi Femove > | € iohn

£ sOLAgentCmdE S0LAgentCmdE
ﬁ webmaster

For W2K, select the New Group icon in the tree view in the Computer Management applet, and follow similar

steps.
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Setting permissions on file server directories

The last step is to set up permissions on directories, files and devices. In this step, you allow users or groups
access to perform specific functions on objects of your choosing.

Before you jump into this step, though, let’s do a bit of housekeeping first. Open Windows Explorer and select
the View | Folder Options menu option to bring forward the Folder Options dialog.

E
J Wiew Go Favortes  Tools  Help
Toaolbars 3 g By,
e 1 e @ | X
J Back o St B Map Drive Disconnect Cut Copy Paste Undo Delete
——— —— Euplorer Bar 3
J Address ID j
———————— aiWebPage
AlFoders — e | [ Modified I -
FA Deskip | N0 oo apture. eve | 2298 Application 3/14/95 11:54 &M
1 &) My Con|  -malllcons aphure: hip Z6KE Help File 5427493 11:07 AM
@ e List _ olcat.dll 100KE  Application Extension 1249793 6:57 &M
= = Ntd ® Detais olldizp.dil 103KE  Application Extension  12/3/93 6:56 AM
(23 Customize this Folder... H3d.dll 15KB  Application Extension  3/23/93 1200 Ak
-39 kil dl 9KB  Application Extension  B/8/9311:10 AM
B0 Arange lcons P hkirap.exe 2KB  Application E/B/93 .69 AM
E-EA| Linelplcons Fnamar. exe IFOKE  Application 12427494 3.02 PM
=40 Fehesh ngrmar.hip 328KB  Help File 7/9/93 B:47 &M -
=0 ElTes - . y
1EKE  Application Extension 916493 6:31 PM
B 179KE  Application Extension  12/9/93 6:55 AM
g ?EC”C'E' 157KB  Application Extension  12/9/93 6:56 AM
B Temp [+ imizoom.dn BIKE  Application Extension  1/3/95 2.3 PM =l
Enables you ta change settings. v

In the Folder Options dialog, select the View tab, and set the settings as shown in the figure. These settings will
help you get the best view of what’s going on in Explorer.

Folder Optiong

General  Wiew |FiIeTypes|

- Folder views

D “fou can make all your folders look the zame.

Reset All Folders

Advanced settings:
|_1 Files and Folders 4]
Show pop-up description for folder and desktop items.
Dizplay the full path in title bar
Dizplay compressed files and folders with altemate color
Show file: attributes in D etail Wiew
Shove M ap Network Drive button in toolbar
O Hide file extensions far known file types
(2 Hidden files -
{2 Show all files
) Danot show hidden ar system files
) Do ot show hidden files

O Allow all uppercase names LI
Restore Defaulks |
] | Cancel | Al I

Now, to configure permissions on a specific directory, right click on that directory to display the context
menu.
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[ C:ACOLLWINA® = <- PowerDesk M=
File Edit Archive View Go Favortes Options Tools Window Help
[ Deskion Name TEst [ Sze [ Tope [ Date [ Time [ 2t
£ My Computer ..
B2 3% Floppy (] Original.set set 2269 SET File 8/1/01  943PM &
=2 Nl nifs (C] Setup.log log 783 TestDooument  7/31/01 1236PM 4
(3 Callage readme.tit it 16828 TewtDosumert 6395 4AMPM 2
Explore ﬂcapture Bxe Bxe 234272 aApplication 3/14/95 1154 8M a
Dpen irnizaam.dl di 64512 Application Ex.. 1/3/95  239PM a
PoweDesk ﬁ imgmar.exe exe 378,784 Application 12/27/94  F02PM a
E“E Eree colcat.dil di 101,408 Application Ex 12/9/93  BGTAM a
I_fmd... colldizp.dll dil 104541  Application Ex... 12/9/93  EBS6AM a
Qfe—— imiimag. di di 160192 Application Ex. 12/9/93  BEGAM  a
Q) Ter B D imifiles. dll di 183269 Application Ex.. 12/9/93 B55AM s
Wir agAdd 10 2 imicrop.di di 16680 Applicalion Ex. 9/16/83  B3TPM 4
coll! S to ED"Win zip @ imarmnar. hlp hlp 335523 HelpFile 7/9/93 847 AM a
F-= chalath—————————————— hkdLdll di 8704 Application Ex 6/8/33 1110 AM a
=3 z_char  Sharing. (%51 hktiap.ene ] 1934 Application 6/8/93  9594M s
B ) [ e & capture.hip Hip 231,105 Help File §/27/93 1T.074M a3
(&) Printers 2020 7 cH3d.di di 14416 Application Ex..  3/23/93 12008M 2
@ Contral | Cut pedib.di di 84672 Application Ex..  1/14/93  416PM 2
& Internet Exp LCopy
5=, Network Ne
o Fiecpcle Bir  Create Shortcut
Delete
Rename
Praoperties
< |
|C: 1.07GB free [Z01GB total] |0 object](s] selected | Total 17 abjsct(s) (1.95ME] 7

What we’re going to do is allow access to the COLLWIN directory on the file server to two different groups of
users. The first groups of users will only have Read access while the second group will have Full Control.

Select the Sharing menu option (or select the Sharing tab in the Properties dialog if you select the Properties
menu in the context menu.) Select the Shared As option button, and notice that all the controls become enabled.

Collwin Properties [ 7]

Generall ‘wieb Sharing  Sharing | Security'

™ Mot Shared
(% Shared As:

Share Mame:  [COLLwIN

LComment: I
Usger Limit:

& W awimum Allowed

(o Allnﬂl 3: Users

QK | Cancel | Apply |

Click the Permission button to bring forward the Access through Share Permissions dialog.

7" European Visual FoxPro DevCon 2000 What You Need To Know About Windows Security
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Access Through S5hare Permizzions
Access Through Share: COLLWwIM
Dwner:
Mame:

@& Evervane

Full Control

Type of Access: IFuII Contral

=

Help |

Cancel | Add... Bemove |

You’ll see that, at this point, Everyone has access to the directory. Generally, this is not what you want. The
safest security policy is to take away all access, and then specifically grant it to groups who need it. Click the
Remove button and now no one will have access to the share.

Acceszs Through Share Permizzions E
Access Through Share: COLLWIM
Qwrner:
Mamne:

Ivpe alsceess: I

I

Hep |

Cancel | Add... Eemove |

Now it’s time to add back in those groups who need access. Click the Add button to bring forward the Add Users
and Groups dialog. Select the Names of the Groups you want to have access.

Add Users and Groups E2

Ligt Mames From; I@.CIHELEDDM“

[

ceount Operators
dminigtrators

Members can administer domain uzer an & |

Mames:
lew & Friends

Members can fully administer the compul

i
uthenticated Users

2B ackup Operators
{80 omain Admins
GFR0 omain Guests

All authenticated users

Members can bypass file security to bac
[egignated administrators of the domain
Al domain guests

G0 omain Users Al domnain ugers LI
Sdd Show Ugers emberns... Search... |
Add Mames:
CIRCLEDOM\Ales & Friends ﬂ
-
Type of Access: IHead j
’TI Cancel | Help |

Repeat this step until you have added all the groups. Note that if you change the value in the Type of Access
combo box, everyone that you’ve added to the Add Names edit box will get that same Type of Access.

Title
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Access Through Share Permissions

Access Through Share: COLLWIM
Owirer:
Name;
A 5 Full Contral
&l Just Wil Full Control
Type of doccess: |Fu|| Cantral j
ak. | Cancel | Bemove | Help |

If you want different groups to have different types of access, either add them with the Add Users and Groups in
separate steps, or add them all, and then change the Type of Access one by one in the Access Through Share

Permissions dialog.

Access Through Share Permissions
Access Through Share: COLLWIM
Owirer:
HMame:
e Read
&l Just Whil Full Control
Type of Access:  |{SERh] hd

oK I Cancel | Add. | Bemovel Help |

The COLLWIN directory is now accessible through My Network Places in Windows Explorer on workstations
on the network. From one of those workstations, drill down into the server and you’ll se the name of the share as

you specified it earlier in the COLLWIN Properties dialog.

The last step is to map this directory to a drive letter for easier access.

In Windows NT, drill down into Network Neighborhood, right click on the COLLWIN share, and select Map

Network Drive.

|\\Ehar|otte\ED LLWIM

|229KE, 3/14/95 171:54 AM |Tc:ta| 17 obiject(z) [1.85MB]

E7 PowerDesk -» \\Charlotte\COLLWINA== =] E3
File Edit Archive Wiew Go Fawaortes Dption: Tool: Window Help
= Charlotte || Hame [ Ext | Size | Type [ Date [ Time [ aw | -
l:l charlatte_d on Charlotte '
-0 charlotte_e on Charlalte B At o 234272 Application 1495 11548M 4
RIS COLL/IN on Chaloli & captue Hip 231105 Help File §/27/92 11.078M 2
:g Eti;"rf'j'ir’j é:a'ﬁgt?;'”“‘a colcat di di 101408 Application Ex..  12/9/93  G574M  a o
{:l personal_ales on Charlotte J colldizp.dll Al 104547 Application Ex... 12/3/93 EDHEAM a
E1G personal jackis on Chart cti3d.di di 14416 Application Ex..  3/23/93 12004M 2
(3] Pirters on Chalotte | SEEE di 8704 Application Ex..  B/8/93 11104M 2
s o7 |20 o e Som

N

The Map Network Drive displays a dialog that allows you to select a drive letter.
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Map Metwork Drive

Dirive:

Path: WCharlote COLLW I Cancel |
Connect b I Help |

¥ Beconnect at Logon

In Windows 2000, open My Network Places and drill down to the COLLWIN share on the server.

2 PowerDesk
File Edit Archive View Go Favorikes Options Tools  Window Help

=@ Enlire Network

Mp Netwark Places 2| Name 7 [Ex [ Size | Tupe | Date | TimeI attr | =
|’i1“

S Microscft windaws Netwerk B8 capture.exe exe 234,272 Application 950314 11:54 A0
ik °'9d°m &) capture hip Hlp 231,105 HelnFile 93/05/27 1107 AM
&1 Charbite coleat dl d 101,408 Application Ex..  9312/09 657 &M

) @il dan i colldisp.dl i 104541 Application Ex . 93112409 GEGAM

harlotte_e on Charlot
ELES.D ) SRR el dil di 14416 Application Ex_ 33/03/23  12.00 &M

@0 o0 oW o o0 @ O W

T e e il i i B704 Applcation Ex.. 930608 11:10AM

¢ othermail on Charlatte [T hkhiap.ese LERE 1.934  Application 93/06/08  2594M

: personal_alex on Charlotte fﬁ imgmar. exe exe 378,784 Application 9412427 302 PM

1 personal_jackie an Charlott imamgr. hip .hip 335,523 Help File 93/07/09 347 AM

E Printers an Charlatte - imicrop.di di 15,680  Application Ex 9309416 B:31PM
K1} _’I_I [] imifiles.dll .l 183,269 Application Ex..  93/12/09  B5GAM =l
[lcharlotteyCoLLwIn |0 object(s) selected [Total 17 object(s) (1.85ME) 7

Right click on the share and select the Map Network Drive menu option in the context menu.

4§ PowerDesk -> \\Charlotte\ COLLWINV ¥ =[O
Fle Edi_Archve View Go Favortes Optons Tooks Window Heh

58 1y Motk Fces | T
=@ EniieNetwork ™
5t Microsolt Windows Network &b coptue ore w2
S & Gickien & w oo
B e e |k o
e on e | |12 91908 a
i S a
NETLOGON on  Explore e
othermail on Cha  OPEN. e
personal_alex or PowerDesk ene 3
personal_jackie | File Finder. hip 3
Pt o i Search | a
fiicharottelcoLLWIN [ tekevaiebke Offine | Total 17 objec(s) (1.350E) v

+ PonerDesk.
@addtozp
Wep Network Driv,
Paste
Greate shortcut

Properties

The available drives will display.

Map Network Di x|

‘Windows can help you connect to a shared network folder

and assign & drive letter to the connection so that vou can
acress the Folder using My Computer.

Specify the drive letker For the conmection and the Folder
that you want ko connect kot

Drive: k8 M
Folder: W\ Charlotke\ COLLWIN - Browse., |

Example: Y\serverishare

¥ Reconnect at logon

Connect using a different user name,

Create a shortcut to & Web Folder or FTP site,

= Back I Finish I Cancel
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SQL Server

The database application, Microsoft SQL Server, is a collection of Windows Services and a set of applications
that are used to manage the server, assist with development and management, and provide access to the data store
itself. The data store is composed of several physical files that contain one or more logical entities — databases.
And a database is a collection of objects, such as tables. Some tables hold data that end users are interested in,
such as customers and auto parts. Other tables are used by the system — such as those that contain users, logins,
and so on.

You can’t just access a SQL Server database like you can a FoxPro dbf. You can use one of the applications that
is included with SQL Server, such as the Query Analyzer, Or you can create a connection to the database, using
one of several different mechanisms, such as ODBC or an OLE DB provider.

Whichever way you go, the access request goes through a central SQL Server security module, which enforces
(or restricts) access via the data and requirements in the system tables.

There are several levels of security that have to be passed before “getting” to data or doing things.

The first step is that the user must log in to the server and be authenticated. Once authenticated, the user has
access to the server.

The next step is for the login to be given access to the database, and mapped to a user within the database.

Finally, the permissions of the user determine what data they are allowed to access or what functions they are
allowed to perform.

How these steps are performed depends on whether SS is set up to authenticate via “NT Authentication” or
through “SQL Server authentication.” When you install SQL Server, you can choose one or the other. (Actually,
the choice is either NT AND SQL Server or just NT)

SQL Server Security

There are three pieces to security. First, there are ‘logins’. These are combinations of login names and passwords
contained in the SQL Server database — specifically, the sysxlogins table in the master database.

Second, there are database users. These are also contained in the SQL Server database — in the sysuser table.

Finally, the database user has a series of permissions for which they are granted or denied. There are two types of
permissions - object permissions that give you the ability to perform SELECT, INSERT, UPDATE and DELETE
commands, and statement permissions that give you the ability to create and manipulate objects. For example,
one database user may only have permission to run SELECTS against a database while another user may have
INSERT and UPDATE ability as well. A third user may have permission to not only access data, but to perform
operations like creating new databases and perform maintenance routines on existing databases.

Types of Authentication

With SQL Server Authentication, the SQL Server needs to be presented with a login ID and password. Typically,
an application that is accessing the SQL Server will display a dialog that prompts the user for the login
information. That information is then passed to SQL Server, and the login ID and password are authenticated in
the server. If it succeeded, the client then has access to any database that is has been mapped to.

When the user attempts an operation, such as a SELECT, the permission for that database user is looked up in
order to determine if the user is allowed to do that.

7" European Visual FoxPro DevCon 2000 What You Need To Know About Windows Security
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With NT Authentication, an attempted access to the SQL Server doesn’t generate a login dialog. Instead, the user
currently logged into the NT workstation or client computer has already been authenticated by Windows. SQL
Server trusts the domain, so you can think of the authentication needed by SQL Server as having been doing
transparently. If the user is found in the SQL Server SYSXLOGINS table, the user is ordinarily mapped against a
database user (but doesn’t have to be — for example, an entry can be made in the SYSXLOGINS table denying
access a user.) Then, similar to SQL Server Authentication, when the user attempts an operation, such as a
SELECT, the permission for that database user is looked up in order to determine if the user is allowed to do that.

Note that authentication — in either case - merely ensures the identity of the client (that logged in.).
Authentication does not determine or apply permissions.

Scenarios

1. NT Authentication:

User logs onto machine as user HERMAN

SQL Server is set up as NT Authentication

SQL Server has a HERMAN login that’s mapped to the Windows user HERMAN
So HERMAN, once logged onto the machine, can access SQL Server

2. NT Authentication

User logs onto machine as CARL

SQL Server is set up as NT Authentication

SQL Server does NOT have a CARL login that’s mapped to the Windows user CARL
So CARL can’t get at SQL Server

3. SQL Server Authentication

SQL Server is set up as SQL Server Authentication

SQL Server has a login of DONNA, and password of DONNAPW
User logs onto machine as HERMAN

User accesses SQL Server

SQL Server puts dialog up, asking for login id and password

User enters DONNA/DONNAPW and gains access

4. Visual FoxPro application

Application is running on a workstation

SQL Server is set up with NT Authentication

MIKE gets on a box as windows user MIKE

Then he walks away (Bad Mike!)

LAURIE logs in into the Visual FoxPro application on that machine, and get to SQL Server via a remote view in
the application, say.

Although LAURIE logged into the app as LAURIE, the SQL Server thinks MIKE is the user, because that’s who
the Windows user is

How to define what type of Authentication:
1. Run Enterprise Manager
2. Select the SQL Server

3. Right click on the SQL Server
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s 5L Server Enterprise Manager

[_[5]x]

[ Console Root
B Microsoft SAL Servers i
R e ‘Gettmg Started Taskpad
R e Pt
Edit SOL Server Registration propeties.
Dells S Serve Rt

Discornect setup your  monitor your SQL  import or export
Sp database solution Server data
Star

AlTasks ,
Yew ,
New sindow fiom here

Delete

Refresh

Properties

Help

4. Select Properties

s 5L Server Enterprise Manager

[_[5]x]

[ Console Root
%) Microsoft SOL Servers i
R fen ‘Gettmg Started Taskpad
e e
Edit SOL Server Registration propeties.
Dells S Serve Rt

Disgornest set up your
Step database solution
Pause
Star

monitor your SQL  import or export
Server data

New ,
AlTasks ,
View ,
New incow o here
Dekte
Refresh

| Poperies ____|

Help

5. You’ll get the SQL Server Properties dialog

5 SQL Server Enterpise Manager

-18]x]
[ oo sy 5 B
| acion vew Toos || & =
e [ mwems | |
vl o Pocassr secty
[ Corsale Pt I % ! =
5% Microsoft SOL Servers
=] SGL Server Group e LT
544 CHARLOTTE (Window
Pk FpeE—r——
Operating system: ‘Windows NT - 4.0 (1381)
Pkt vson 7mss
Language: English (United States) I import or export
Platform: NTINTEL %86 data
05 memory: 383(MB)
Pocessrs 1
oo ety cwssaL?
g P

v Bisian AL Seer!
¥ Autostatt MSDTC

Stattup parameters.

Cancel Ll Help

Hstart| | A @ (9 @ ) || 18User Manager-CIRCLED.. |[: SQL Server Enterpris. |3 228

6. Select the Security tab

QL Server Propertes - CHARLOTTE X
Comectons | SeverSetings | DatabaseSetiogs |
o [ e P Securty

5L Server provides authentication based on Windows NT
‘accounts and a named SOL Server login ID and password.

Authertcato:
& B Seve s Windsws T
© Windows T only

Audilevel:
& None © aile
© Success Coal

T e
© System account

@ T [FReCEDTadr |

st e

Cancel Ll Help

7. Select the Authentication option button you want.
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Creating a Windows NT login

1. Enterprise Manager

2. Select the SQL Server you want

3. Click on Tools button (to the right of Actions and Views)

4. Select the Wizards menu option. Note that this menu option is not enabled if you don’t have a specific SQL
Server highlighted in the Console Root tree.

fn SQL Server Enterprise Manager [_[5]

Console Window  Help

ia Console Root\Microsoft SQL Servers\SOL Server GroupA\CHARLOTTE [Windows NT) =] B

IEENNE) @“ acton Yew Took || = Elm| X @2

Deata Transformation Services v
Job Scheduling

8] Microsolt SOL Servers Get E‘jﬁ‘%z‘:ﬁ‘:ﬂam pad

L1 Console Rioot .

=43 S0L Server Group
SCECHARLOTT

5L Server Query Analyzer
50 Server Profiler

Detabass Sciging @

admi ; monitor your QL import or export
< Database Maintenance Planner... server data

Backup Database
Eiestore Database...

SHL Server Configuiation Propsties.
Manage SAL Server Messages. .

repli

Exteral Tooks..
Dpions
Fort..

e |

5. Select the Create Login Wizard choice under the Database node.

Select Wizard

Fleaze select the wizard you wish to uze:

- Register Server Wizard
E| Database

. i Create Datsbase Wizard
Create Index Wizard

Create Stored Procedure Wizard
¢ fe Create View Wizand

- Data Transformation 5ervices
- Management

E- Replication

oK I Cancel |

6. The intro screen for the Create Login Wizard appears.
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Create Login Wizard ARLOTTE

Welcome to the Create Login
Wizard

Thiz wizard helps wou grant 5AL Server login access to a uzer.
With thig wizard, you can:

* Select an authentication mode.
* Grant access bo security roles.

® [Grant access to databases.

< Hach: Cancel

7. Choose the Windows NT Authentication option button.

Create Login Whizard - CHARLOTTE

Select Authentication Mode for This Login
Select one of the fallowing authentization modes:

Select one of the following authentication modes:

anfindows MT account information | use to logon to mg

E icomputer (Windows NT authentication).

SOL Server login infomation that was aszigned to me by
the system administrator. [SOL Server authentication)

< Back I Mext > I Cancel |

8. Enter the name of the domain and the user in that domain, and choose whether to grant or deny access.

Create Login Wizard - CHARLOTTE

Authentication with Windows NT
Windows NT Authentication iz determiined by the Yindows NT Account ID.

Wwindows NT account [domain namehaccount  [CIRCLEDOMYHERMAN]

Security access

& Grant access o the server

" Deny access to the server

< Back I Mesit » I Cancel |
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9. Select the security roles for this user.

Create Login Wizard - CHARLOTTE

Grant Access to Secunty Holes
Select the security rales for thiz login account, if any.

Server roles:

Server rale |

O

Syztemn Administrators
Security Administrators
Server Adminiztrators

Process Administratars

O
O
[ Setup sdminiztrators
O
]

Diizk. Admirizbrators

tal &4l

< Back I Mest = I Cancel |

10. Select which databases inside the SQL Server data store can be accessed by the user.

Create Login Wizard - CHARLOTTE

Grant Access to Databaszes
Select the databases to which the user account will have access.

Permit in database |

Goldmine
master
MIDAS2
model
mzdb
Farthiwind

KOOKOE

1 tempdb

< Back I Hest » I Cancel

11. Click finish in the Completion screen.

Title 7" European Visual FoxPro DevCon 2000
© 2001 Whil Hentzen (Group) E-SECU « 23



Create Login Wizard - CHARLOTTE

Completing the Create Login Wizard

Y'ou have completed the steps required to create a login, The
security optionz you have granted are shown below.

[uthentication: Windows MT -
Granted to: CIRCLEDOMAHERMAN —

Whccess granted to the following security roles:
[ atabase Creators

Llzer HERMAMN' granted access to the following databasze
G oldmire:

kIDAS2
M arthind

I:ut-s
J | o

< Back I Finish I Cancel |

12. A confirmation dialog that indicates the user login was created displays.

Wizard Completel

The login was successfully created.

Creating a SS Authentication Login:
1. Follow steps 1 through 7 for NT Authentication
2. Choose the SQL Server Authentication option button.

Create Login Wizard - CHARLOTTE

Select Authentication Mode for This Login
Select one of the following authentication modes:

Select one of the following authentication modes:

windows MT account information | uze to lagon ta my
camputer [windows NT authentication).

B0L Server login information that was assigned to me b

9 ithe systern administrator, [SOL S erver authentication]

< Back I Mext» I Cancel |

3. Create a Login ID, and enter and repeat the password
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Create Login Wizard - CHARLOTTE

Authentication with 50L Server
Enter the SOL Server login ID and password that is uzed to access the SOL Server.

Login ID:

Pagsward: Immm

LConfirm pazsword: I"*"""*"

Cancel

< Back I Mext » I

4. Select the security roles for this user.

Create Login Wizard - CHARLDTTE

Grant Access to Security Roles
Select the security roles for thiz lagin account, if any.

Server roles:

Server rale

Syztemn Adminiztrators

Security ddministrators
Server Administrators
Setup Administrators
Process Administrators
Digk Administrators

Database Creators

ooooooo

< Back I Mest » I

Cancel |

5. Select which databases inside the SQL Server data store can be accessed by the user.

Create Login Wizard - CHARLOTTE

Grant Access to Databases
Select the databases to which the uzer account will have access.

Permit in databaze |

Goldmine
maszter
MIDASZ2
model
mzdb

pubsz

OO0 0K O

tempdb

Cancel

< Back I Mest > I

6. Click finish in the Completion screen.
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Create Login Wiza BLOTTE

Completing the Create Login Wizard

“r'ou have completed the steps required to create a login, The
zecurity optiong you have granted are shown below,

luthentication: SOL Server i
Gramted to: testss il

Llzer 'testss’ granted access to the following databases:
Galdmine:

r10A52

orthwind

4| |
< Back I Finizh I Cancel |

You now see you’ve got both logins for both NT users and SS users in the SS:

Viewing logins (both NTA and SSA)

1. Open Enterprise Manager and drill down into Security, Logins

T 50L Server Enterprise Manager [_[&]
Console  'indow Help

i= Console Root\Microsoft SAL Servers\SOL Server Group\CHARLOTTE [Windows NT)\S ecurity\Lagins

| dclon view Todks || @ Rl N )
|7 Itemg
D Consale Root '@aﬁa | Type | Server fccess | Default Database | U zer
=] Micrasoit AL Servers :BUILTIN A dministrators T Group Perrrit master dbo
=} 6 S0OL Server Group €3 CIRCLEDOM\Administrator MT Ugar Permit master
- CHARLOTTE (windows | €3 CIRCLEDOM\HERMAN T User Parmit master
=@ Dalabases. CIRCLEDOMJACKIE MT Ugar Permit magter JACKIE
Galdmine CIRCLEDOM kil NT User Permit MIDAS2 whil
;TS:’S 5 8a Standard Perrnit magter dbo
&5 testss Standard Permit Goldmine testss

mode!

rsdb
Morthwind
pubs

tempdb

(- (21 Data Transformation
-] Management
= Security

&3 Loging

-4 Server Roles
- Linked Servers
----QE Remate Servers
(21 Support Services

To log in to a SS database with the Query Analyzer via NT Auth
1. Open the Query Analyzer
2. Select the Connect menu option.

3. The following dialog will appear
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Connect to SAL Server

@EQLSEWEE [ocal =]

[ Start SOL Server if stopped

Connection Information:
" Usze windows MT authentication

™ Use SOL Server authentication
ity W lames |

Eazsmarn: |

k. I Cancel Help

4. Select the Windows NT Auth option group, and click OK

The currently logged in user in Windows NT will be used authenticated in SS. If that user exists in SS, access
will be granted. (Permissions, as said before, are another matter. See later.)

To log in to a SS database with a Remote View in Fox via NT Auth

You can create a Remote View in Visual FoxPro using NT Authentication through a data source.

1. Open a DBC
2. Create a Remote View
3. Select Available data sources

4. The Available data sources show Goldmine and MIDAS?2 as available SQL Servers (these are ODBC DSN5s
that are stored in the client machine’s Registry.)

4 Select Connection or Data Source

Lwvailable data souices

I
dBase Files - word
D elureCD
E xcel Files
FoxPro Files - Ward Cancel |
Goldmine .
MIDAS2
M3 Access D atabase =

rSelect

" Connections

% pysilable data sources

5. Pick Goldmine, for example
6. The login dialog appears
7. Click the Use trusted connection (check box) — this means you want to use NT Authentication

S0L Server Login B
Data Source: Galdmine 0

¥ Use Trusted Connection Cancel

Lagin 1D: |sa Help

e

Pazsward: | Optiong >

8. The View Designer will appear

You can create a Remote View in Visual FoxPro using NT Authentication via a connection.

1. Open a DBC
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2. Create a Remote View
3. Select the Connections option button
4. Click New

el Select Connection or Data Source

LConnections in databasze:

Cancel

.EIK |
_concal |

- Select
' Connections

" Available data zources

5. Get the Connection designer.

%' Connection Designer - Conneck1

~ Specify data source

™ Data zource, uzend, password Werify Connechion. .. |

=" Connection sting Mew Data S ouree |

Connect string:
DSH=Goldmine:Dezcrption=Goldmine Contact Management Spsterm APP=Microzoft® iz J

~ Digplay ODEC login prormpts

% wihen login information iz not specified = Always " Mever
- Diata processing - Timeout inkeryals
™ &synchionous execution Cornection [sec] Ille i
[ Dizplay warnings I.I5 :1 ID :’
V¥ Batch processing
¥ &utomatic ransactions Query (sec \w/ait time [ms]
Packet size:  |4036 | IEI - |1EIEI -

Ok, I Cancel |

6. Type in the connection string if you know it or select New Data Source and drill down into the ODBC DSN
that you need to build the Connection String. A connection string looks like this:

DSN=Goldmine;Description=Goldmine Contact Management System;APP=Microsoft® Visual
FoxPro®; WSID=MACHNAME;DATABASE=Goldmine;Trusted Connection=Yes

7. Note the last part — where “Trusted Connection=Yes” — this means that you’re using NT Authentication.

To log in to a SS database via SS Auth

1. Open the Query Analyzer

2. Select the Connect menu option.
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3. The following dialog will appear

Connect to SOL Server E
@ SOL Server: I[Iu:u:al] j _I

[ Start SOL Server if stopped

Connection Information:
™ UszeWindows MT authentication

& iz SOL Server authenticatior
Lagin M ame: I

Pazswoard: I

]

Cancel | Help |

4. Enter the login id and password that you entered into the Create Login Wizard and click OK. Here, an

incorrect user (a Windows user, not a SS login) is entered.

Connect to SOL Server E
@ SOL Server: I[Iu:u:al] j _I

[T Start SOL Server if stopped

Connection [nformation:
= Use Windows NT authentication
% lze SOL Server authentication

Lagin M arme: Iherman

Pazzword: I*““’1

aFk. I Cancel Help

And you get an error

Connect to SAL Server

@ SOL Server: I[Iocal] j_l

™ Start SOL Server if stopoed

S50L 5erver Query Analyzer

Unable to connect bo gerver WWCHARLOTTE:

Server: Msg 18456, Level 16, State 1
[MicrosoftJODBC SOL Server Driver][SAL Serverllogin failed for user 'herman’.

- QK | Cancel Help | -

So enter the SS user, TestSS:
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Connect to SAL Server

@ SOL Server: I[Iu:uc:al] j_l

[ Start SOL Server if stopped

Connection [nformatian:
" Use Windows NT authentication

% Usge SOL Server authentication
Login Mame:  ftestss

Password: |*’“"‘""’1

(] I Cancel Help

To log in to a SS database with a Remote View in Fox via SS Auth

You can create a Remote View in Visual FoxPro using SS Authentication through a data source.

1. Open a DBC

2. Create a Remote View

3. Select the Available data sources option button

4. The Available data sources show Goldmine and MIDAS? as available SQL Servers (these are ODBC DSNss
that are stored in the client machine’s Registry.)

%/ Select Connection or Data Source

Avwailable data sources:

e,
dBase Files - Word
DelueCD
Excel Files
ForPro Files - Word Cancel
Goldmine =
MIDASZ
MS Access Database -l

Select
" Connections

¥ Ayailable data sources

5. Pick Goldmine, for example
6. The login dialog appears
7. Enter SA/<blank>, or use testss / testbob for login ID and password

S0L Server Login E

Data Source: Goldmine “
™ Use Trusted Connection Cancel |
Login 1D Isa— Help |
Paszword: I— Options > |

You can create a Remote View in Visual FoxPro using SS Authentication via a connection.

1. Open a DBC
2. Create a Remote View

3. Select the Connections option button
4. Click New
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' Select Connection or Data Source

5. The Connection Designer opens

6. Enter a userid and a password that SS Authentication will recognize.

2% Connection Designer - Conneckl

RN

7. Test the connection with the Verify Connection button.

Connection Designer

i)
—

8. Finally, name the connection for use later.

=

am_testss
[ ok | coresl |

Permissions
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To set a permission for a database user on a specific database:

1. Open the Query Analyzer

2. Attempt to run a SELECT from a database where the user doesn’t have the permission to do so:
3. You’ll get an error in the bottom half of the QA.

fi='L_ SOL Server Query Analyzer
File Edit Wiew Querp ‘window Help

Query - [local).Goldmine_testss - [untitled] - select = from c.

D"‘HXIAG%EM\EI-|«PI|IE||§gB;IGoldmine ~
Belect ¢ frowm contactl I
=
il [ o[
[Serwver: Msg 229, Lewel 14, State 5, Line 1 1=
ISELECT permission denied on object 'CCNTALCT1', datsbase 'Goldwine', owner 'dbao'.
=
T Lo
B Hesults
’chmp\eted with errars. ‘Exec time: 0:00:00 ‘D o |Ln 1, Cal 23

4. In order to set the appropriate permission — in this case, to allow the user to query the Goldmine database, right
click on the user in the Security node of the Enterprise Manager

TT SAL Server Enterprize Manager

[-[=]
Console  Window Help
i Console Root\Microsoft SOL Servers\SOL Server GroupA\CHARLDTTE [Windows NT\Security\Logins
J Action  View  Tools “ L] -"lx‘@ “%k— f:.\‘ B azfa
|Tltems
L1 Console Root Mame | Type | Server Access | Default D atabase | Lser
=) Microsoft SOL Servers BUILTIN Administrators MNT Group Pemit master dbo
E--ﬁ SOL Server Group ) € CIRCLEDOM\Administiator NT User Permit master
5] CHARLOTTE (windows | €3 CIRCLEDOM\HERMAN T User Pt master
=D tabases. ﬂ CIRCLEDOMWACKIE NT User Pemit master JACKIE
G°'dt'“'”e € CIRCLEDOM kil NT User Permit MIDAS2 whil
master
MIDAS2 ] tandard Pelmt astar dba
- Standard Permit Goldmine
model Mew Login
mzdb
Northwind Delete
pubs -
tempdb m
F-{2] Data Transtormation Help
-1 Management
=0 Secuity
&I Laging
%5 Server Roles
) Linked Servers
"EB Remote Servers
-1 Support Services

5. Select properties and click on the Database Access tab. Click on the datareader permission for the database of
interest.
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SAL Server Login Properties - testss

Generall Server Roles  Database Access |

Database access

Specity which databases can be accessed by this login.

3 . Galdrine
B MIDAS2  testss
B |Mothwind | testss

8  master

O model

O medb -
D& pubs

e — hd

Databasze roles for Goldmine';

Permit in database role |:|
1) db_backupoperator

) db_datareader

| db_datawriter

| @ db_denpdatareader

1 db_denydatawriter J Eioperties |

0K I Cancel Apply | Help
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